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A Washington State law regarding Business Regulations, “Disposal of Personal Information,” Title 19 RCW, sections 19.215.005 to 19.215.030, became effective on June 13, 2002.  This law was prompted by the increase in “identity theft” and defines the method for destruction of personal records in a manner that ensures security and confidentiality, as well as provides for penalties, including damages, for an organization (including sole proprietor, partnership, corporation, limited liability company, trust, association, financial institution, governmental entity) that is found to have failed to comply with the law.  

Naturally, this law may affect many companies’ and agencies’ records destruction practices and requires those organizations to take necessary steps to comply.  For those of you in the realm of archives the law states that “this subsection [section] does not apply to the disposal of records by a transfer of the records, not otherwise prohibited by law, to another entity, including a transfer to archive or otherwise preserve public records as required by law”.  It also does not apply to information that is contained in “publicly available directories containing information an individual has voluntarily consented to have publicly disseminated or listed, such as name, address, or telephone number”.

The law DOES require paper-based records regarding employees, customers, clients, etc. that contain certain types of personal information such as personal bank account numbers, personal medical or health information, personal identification numbers issued by government agencies such as TIN, social security numbers, driver’s license numbers, credit card numbers, etc must be SHREDDED.  In addition, any other media, be it digital or magnetic, must also be disposed of in a way that makes the media “unreadable or undecipherable through any reasonable means”.

If you are not shredding now, you may need to propose to your company or organization a procedure which will bring you compliant with the law. Below is a very simple plan that you may be able to model your procedure by.

 Sample “Disposal of Personal Information Procedure”

1. When destroying client files, identify any documents that contain personal bank account, medical/health information or identification numbers of the client, and place it in a separate disposal container for shredding. In addition, corporate records that show personnel information and corporate bank-account and tax information will be handled the same way.  (As an alternative, and to save time, consider this:  In cases where files that are likely to contain documents with personal financial, health or identifying numbers, the entire file will be shredded.)

2. The disposal container will be kept control by the Records Management staff until which time arrangements can be made for shredding.

a. Shredding can occur by records staff, if the company chooses to purchase an “office” quality shredder.  A moderate priced high quality “cross-cut” shredder will cost a minimum of $1,500.00.

b. Alternatively, the company can hire a shredding company that will supply the company with secure locked containers and a regularly scheduled pick-up and shred routine.

3. Destruction of all digital/magnetic media (such as back-up tapes, floppy disks, and CD’s) produced by the company will be performed by a contractor who arranges for proper incineration of the media. Again, keeping in mind that it will most likely be more economical to destroy the entire tape than go file by file.  Most shredding companies offer this type of destruction service.

4. Current documents such as “working papers” that is being discarded (not just those records that have achieved their retention period) that contain personal client/customer or personnel information will be containerized and then shredded.

You can find the complete RCW chapter and read it for yourself at the State of Washington website!  Go to: www.leg.wa.gov, click on “Laws and Rules”, select “The Revised Code of Washington (RCW), select “RCW By Title” scroll down to Title 19 and, then, select Title 19.025 – “Disposal of Personal Information”.  You may find it easier to read the new law by “compiling the complete chapter as a single file”.  Happy reading!

